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Abstract: In our everyday lives, IoT plays a vital role. It is 

crucial to sense, capture and share data from connected devices 
via internet. Existing system proposed centralized client/server 
approach where central authority keeps a record of all the 
activities. Failure of such centralized authority makes the whole 
system fail. A decentralized / distributed approach is therefore 
needed if a single failure point is avoided. In this paper contains 
information to integrating Blockchain in IoT ecosystem in order 
to achieve access control. We proposed smart contract based 
architecture which consist multiple permission contract, one 
decision contract and one entry contract, to achieve distributed 
and secure IoT device access control. To conclude system 
framework, we provide a case study in an IoT system with two 
laptops and one Raspberry Pi single-board computers, where the 
PCs, DC and EC are implemented based on the Ethereum smart 
contract platform to achieve the access control. 

 
Keywords: Blockchain, IoT, Raspberry pi, Security, Access 

control.  

I. INTRODUCTION 

IoT (Internet of things) is a lightweight system comprising 
of sensor gadgets that can be associated with the Internet and 
can convey wirelessly. IoT framework is a structure 
consisting of light weight gadgets that sums and manages 
sensor gadget data in a central node that functions as a main 
admin. IoT gadgets are gadgets that have constrained assets, 
for example, constrained battery limit, low processing 
power, and less space to store data and experience issues in 
applying high-performance programming. Since high-
performance security calculations can't be utilized with 
restricted assets, there is an issue that security is low in 
lightweight systems, for example, IoT. The Blockchain 
created as Bitcoin's key technology has excellent security 
and is showing tremendous interest in regions requiring 
high-efficiency quality in safety. High Blockchain protection 
is seen as an appropriate method for applying it to systems 
that are low in security such as an IoT. Blockchain 
guarantees strong security capacities by utilizing 
anticorruption, integrity, distributed storage, and time based 
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monitoring of secure device development transactions 
[1].The cluster is characterized as a data structure that 
encompasses several transactions. Transactions exchange 
between individuals or organizations [2]. In this section, the 
basics of Blockchain, basic functions of Blockchain, basic of 
IoT, Blockchain and IoT are highlighted. 

A. Basics of Blockchain 

The Blockchain idea was developed by Distributed  
Ledger Technology. This platform is designed to provide a 
network-wide convention validation system that can cover 
all the word for peer-to-peer and all financial transactions. 
This process marginalizes positions of third parties in 
financial transactions such as: banks, brokers, mediators or 
any authority necessary to ensure that transaction records are 
complied with and preserved. Then make sure every 
financial transaction is right and save it for the current 
transaction as a further block. Once the transaction is stored 
within the string, the transaction cannot be changed, 
interpreted or removed requiring increased security and 
transparency [3]. A Blockchain is a decentralized database 
that does not allow a central body to monitor the database 
completely or alter its data as it wants. The database is also 
distributed, meaning that the database is fully supported in 
each Blockchain node. There is no authority which could 
alter or delete its information through the decentralization 
and dissemination of the database, so that the Blockchain 
database is said to be unchanging. Therefore it is impossible 
to delete or alter after the fact, once the data is included in 
the database. Blockchain technologies are not just only 
single one technique, but contains Cryptography, 
mathematics, Algorithm and economic model, incorporating 
peer-to-peer networks to solve conventional distributed data 
base by using distributed consensus algorithms. [5, 6, 7]. 
The Blockchain technologies setup of five key elements: 
Decentralized- Blockchain's basic function is that 
Blockchain no longer needs to rely on central node, the data 
can be registered, stored, and modified distributed. 
Transparent- The recording of data by Blockchain 
framework is transparent to every node, and also transparent 
when updating data. 
Autonomy- Due to consensus bases, any Blockchain System 
node can safely transfer or update data, the concept is to 
trust the person to the whole system, and that it is not 
possible for anyone to interfere. 
Immutable- Any records can never be changed without 
anyone taking control of 51 percent node at the same time. 
Anonymity- Blockchain technologies addressed the nodule-
to-node trust problem, so that the transfer of data or even 
transaction can be anonymous. 
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Figure 1 Structure of Blockchain 
 
 Structure of Blockchain 

Generally in the block, it contains main data, hash of 
previous block, hash of current block, timestamp and other 
information. 

Main Data: This Blockchain implementation depends on 
what service it provides for, for example: transaction 
records, bank clearing records, contract records or IOT data 
records. 

Hash: When a transaction was executed, it was hazardous 
to a code and then distributed to every node. As thousands 
of transaction records could be stored in the blocks of each 
Node, Blockchain used Merkle to produce a final Merkle 
tree root value. The last hash value is documented in the 
header block (current block hash), which can be drastically 
reduced with the Merkle tree function. 

Timestamp:  Time of block generated.Other information: 
Like block signature, Nonce value or other user-defined 
data. 
 Types of Blockchain 

1. Permissioned Blockchain: 
Permissioned Blockchain control which nodes are allowed 

to join the Blockchain network and assign roles to certain 
nodes [9]. Usually, only a few nodes accumulate transactions 
and build the Blockchain, without sharing the right to add 
the Blockchain to any nodes in the network. Therefore, 
approved Blockchain return to the Blockchain network with 
a certain degree of trust. This trust, however, allows the 
approved Blockchain to scale more than Blockchain without 
permission [10] as not every node on the network must save 
and check every single transaction any more. However, 
authorized Blockchain allow network participants to 
communicate and transfer information to other network 
participants in confidence and unknown manner. 
2. Permissionless Blockchain: 
Permissionless Blockchain allow anyone to join the 
Blockchain network and operate in a trustless and 
decentralized manner [11]. The network, historic data and 
transactions have no power from one authority. There is no 
single failure point and every node in the network usually 
has a complete history of all transactions that have been 
transmitted. Since all data stored on the Blockchain is 
exchanged between all nodes, confidentiality of, for 
example, personal data or interactions between parties 
cannot be achieved. This transparency is a requirement to 
Blockchain without permission because every node must be 
able to check that each transaction is right. If a transaction 
hides data, not every complete node can prove its integrity 
and correctness, because it simply does not have the required 

data at the complete node. Due to this limitation to 
confidentiality, companies like IBM, Intel, and Everyman 
started to work on permissioned Blockchain. 

Figure 2 Process of smart contracts’ development, 

deployment and integration 
  

Smart Contract 
Smart contracts are programs with a set of pre-

programmed rules which carry out deterministically and 
manipulatively. Once Smart Contracts are placed on the 
Blockchain, each node in the Blockchain network tests their 
execution and performance. Smart contracts are therefore 
trustworthy, fully deterministic and can serve as an impartial 
mediator between multiple parties. Intelligent contracts are 
also useful for the protection and preservation of information 
and authenticity [4]. Smart Contract is a digital contract 
which automatically executes by computer system, 
controlling the digital assets of users and formulating 
participant's rights and obligations. It’s not only a machine 

process, it could be known as a contracting party; it could 
also send messages or values to the outside. 
Address the message it receives and stored data. Smart 
contract is just like a trusted person will temporarily hold the 
assets and will obey the already scheduled order [12]. On the 
Blockchain itself, smart contracts are keys enforced, which 
enable the computation of general uses. It may have 
conditions or consequences based on acts, similar to a 
contract between any two people. Nevertheless, in 
Blockchain smart contracts are entirely put online. Smart 
contracts are critical in managing data-based interactions 
between nodes and system participants. Like any other node, 
smart contracts have Blockchain addresses. Transaction is 
used to initiate smart contract. It uses binary interfaces 
(ABIs) that are provided by smart contract for 
communication. 
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 A record transaction or other contract message may be 
executed to submit such ABIs. We can be executed without 
sending transactions and messages by simply invoking the 
call feature [13]. 

B. Basics of IoT 

Internet of Things (IoT) is the network of physical objects or 
"things" embedded in the data collection, data exchange and 
electronics, applications, sensors and network connectivity. 
A "Thing," which has a unique identifier, an embedded 
device and a capacity to transferring data over a network, 
within the framework of the Internet of Things (IoT) 
communication. IoT plays a very important role in our daily 
lives.it is important to sense and collect data from connected 
devices and the share the data across the internet. All those 
entities must be recognize and  
Authenticate each other as well as check integrity of data. 
There will be malicious users and malicious use. 
Structure of IoT: 
The IoT is a gigantic network made up of networks of 
intermediate development devices and computers, where 
various technologies, such as RFIDs and wireless 
connections, may be the enablers of this networking. 
Tagging Things: Real-time item traceability and 
addressability by RFIDs. 
Feeling Things: Sensors aim to gather environmental data as 
primary devices. 
Shrinking Things: The ability of small things to 
communicate and link inside "smart devices" or "things." 
Miniaturization and nanotechnology have caused. 
Thinking Things: The network link to the Internet was 
designed into devices by means of sensors. It can make the 
"things" perform smart power. 
Security Attacks 
An attacker can have multiple goals, such as sending wrong 
informations in order to mislead system’s decisions or the 

denial of system’s services. Thus, it can conduct numerous 
attacks [14]. 

1. Man in the middle attack: The authentication token is 
encrypted by the devices sending SHA from the actual time 
sign and any time a device requests a hash update. In the 
middle attack, For Access control when an intruder 
eavesdrops on the Id, but no one can retrieve the System Id 
because the token is hacked. 

2. Spoofing attack: The attacker attempts in spoof attacks 
to redirect the identity of a legitimate user in order to use his 
rights, in comparison to Sybil attack, in which the attacker 
tries to create multiple fake or virtual identities. 

3. Message substitution attack: In a substitution attack 
(Amoroso, 1994), during their transit the attacker intercept 
authentic messages and change them to accept counterfeit 
messages as if they were sent from the original sender. In 
this case they accept forged messages. 

4. Message replay attack: Any messages can be 
selectively captured and replayed by a perpetrator at a later 
date without alteration as accurate message authentication 
does not guarantee that the messages sent are correct. This 
can deliberately supply the objects or servers with inaccurate 
information. An attack is usually paired with an attack for 
the message replay. 

5. Denial of service: a Denial of Service (DoS) or a 
Distributed DoS(DDoS) attack is characterized by the 

explicit at- tempt by attacker to prevent the legitimate use of 
a service. There are two methods to conduct a DoS/DDoS 
attack (1) by the exploitation of a protocol flaw and (2) by 
flooding the target. 

C.  Blockchain and IoT 

   "IoT" is the association between intelligent devices for the 
collection of information and decision making. Things can 
avoid a lack of security in internet objects, where 
Blockchain needs "design security," by combining 
Blockchain with Internet objects. Blockchain technology can 
be applied for addressing security issues on the Internet, 
such as (incompatibility, openness, legibility, data 
encryption and organizational flexibility). Blockchain and 
IoT integration is a promising field of research addressed in 
large quantities but comprising many unknown areas [15]. 
IoT operates in a client/server model which requires a 
specific administrator to control and manage the network. 
This kind of centralized authority is week it means that any 
information in the network is vulnerable to hackers. The 
Blockchain is a system that guarantees protection in IoT 
application transactions. This includes the shared ledger for 
the decentralization, dissemination and publishing of the 
data for blocks processed and checked in the IoT network. 
The information stored in the public directory is 
automatically controlled via the peer-to-peer topology [16]. 
The goals of Blockchain and IoT integration could be 
summarized as follows: 
1. Decentralized framework: In IoT and Blockchain, this 
approach is similar. The central structure is eliminated and a 
decentralized system is established. This increases the 
probability of failure and the overall system performance. 
2. Security: The Blockchain secures transactions between 
the nodes. For secure communication, it is a very new 
approach. Blockchain gives IoT systems the ability to 
communicate securely. 
3. Identification: The IoT recognizes all connected devices 
with a single ID. Each Blockchain block has also been 
identified uniquely. Blockchain is therefore a trustworthy 
system that offers unique data contained in public records. 
4. Scalability: In Blockchain, the IoT devices will 
communicate in high-available, a distributed intelligence 
network that connects with destination device in a real-time 
and exchange information. 
5. Reliability: In Blockchain, IoT nodes will authenticate 
data that are transmitted through the network. The 
information is accurate since it is verified prior to entering 
into Blockchain by the miners. The Blockchain may only 
contain checked blocks. 

II.  RELATED WORK 

The author of paper [17] proposed unique way called 
bubbles of trust, where devices can communicate in secured 
digital regions absolutely securely. This approach can be 
used in various IoT situations, administrations and 
circumstances. It depends on the Blockchain public, and 
consequently benefits from all its protection. C++ is used for 
the development of the Ethereum system.  
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The assessment of their approach reveals their ability to 
collect security requirements as well as their versatility in 
attacks. It also ensures the devices are defined and tested. 

The author of [18] target to think about how conceivable 
it is to utilize Blockchain innovation in the area of security 
in IoT. They have shown an architectural structure that relies 
on a contract model between the nodes. They suggested the 
association of the Blockchain with the corresponding storage 
to accommodate the large size of information to store. They 
suggested the framework for data sharing on the basis of the 
Embark Framework specification.  The key contract 
information is contained in this framework block as a guide 
to the place to insert the full information. They also 
developed a conceptual model to research success that has a 
strong impact on the foundation's general reaction time. 

The author of [19] proposed IoTChain, a combo of 
OSCAR architecture [20] and ACE authorization framework 
[21]. To provide a way to connect IoT gadgets safely. 
IoTChain contains the two parts Blockchain Authorization 
and the OSCAR object protection model, based on the ACE 
method.  The ACE approval process was designed to be 
comfortable and adaptable. They use a Blockchain for ACE 
clearance. Therefore, they use one. The Blockchain handles 
smart contract approval requests. On top of the private 
etheric network Blockchain is created.  The proposed system 
gives approved customers a versatile way. 
The author of [22] paper expects to address DDoS security 
issues in IoT gadgets with Blockchain. They use Ethereum, a 
Blockchain variant, which has an intelligent contract for a 
Decentralized replacement of traditional IoT infrastructure. 
Combining IoT and intelligent contracts does not require 
unauthorized access. The proposal system will classify 
trustworthy and untrustful gadgets and assign a set resource 
cap to each gadget. This provides a strong foundation on 
which DDoS attacks on IoT gadgets can be avoided and 
detected. 
The author of [23] examines Internet of Things (IoT) access 
control issue. Specifically, they gives a brilliant agreement 
system. To accomplish trustworthy access control for IoT 
gadgets, it uses access control contracts (ACCs), judge 
contract (JC) and register contract (RC). In addition, a case 
study accommodated the autonomy with one workstation, 
one Computer and two single-board PCs via Raspberry Pi in 
an IoT structure. The case study explains the proposed 
system in accomplishing reliable access control for the IoT. 

III. EXISTING METHOLOGY 

One day, an individual is surrounded by billions of IoT 
devices to improve and simplify life.[24] However, for the 
same reason, the individual is monitored and invaded by the 
private area which leads to more privacy and safety 
problems. But, for it, the person is monitored and interferes 
with an individual's private space that leads to more privacy 
and security problems. Because of the open system 
environment where computers are embedded and linked to 
the internet, it can be much easier to change unlicensed data, 
access to confidential data or even refuse service [25]. 
Therefore, privacy and security are the major challenges for 
IoT use. An Access Control Systems must be specified to 
solve these problems. 

Centralized access control systems provide data security 
through the granting or revocation of user rights of access to 
data with the disadvantage of a single failure point[26], 
while decentralized access control systems replace 
centralized access control systems with multiple access 
points which allow users access. Today, because of its 
advantages over centralized systems [27] IoT is a field of 
strong understanding of the role of decentralization and the 
application thereof. The system of access control should be 
such that users can manage their own privacy. In light of all 
of these criteria, a new method for access control must be 
built to provide the decentralized networks with accurate 
results.], the use of decentralized systems is growing rapidly. 
IoT is an environment that can clearly understand the role of 
decentralization and where it really needs to be 
implemented. 

IV. TOOLS AND TECHNOLOGY  

A. Ethereum 

Ethereum is an Ether (ETH) digital currency, a decentralized 
Blockchain for the payment of a financial transaction and 
software storage (the Ethereum is known as the Ethereum 
classic after the fork kept in July 2017). Miners copy, test 
and store the data in the Blockchain network. Therefore, 
applications called intelligent contracts are being carried out, 
making Ethereum a distributed application platform. The 
Ethereum Virtual Machine (EVM) operating system is used 
to execute smart contracts by participating nodes [24]. 
Ethereum is a Blockchain open source framework that 
incorporates Smarts contracts, provides a decentralized 
virtual machine for contract management, and can build 
numerous different services, applications or contracts on this 
network through its digital currency known as ETH. Apps 
running as updated without the risk of down time, 
constraints, coercion or outer interference are a distributed 
system that runs smart contracts. Ethereum classic the 
classical edition Ethereum maintaining untemper past 
follows the original Ethereum Blockchain; external 
interference free and activity subjective interference free. 
Ethereum can also be used as a personal ledger, thus 
choosing the participating nodes and no longer requiring 
PoW algorithm. 

B. Meta Mask 

Metamask is a crypto-currency wallet that is appropriate for 
browsers Chrome, Firefox and Brave. This is also an 
extension of the browser. This means it works like a link 
between ordinary browsers and the Blockchain of Ethereum. 
The Ethereum Blockchain is a network in which users can 
build their own apps and crypto currencies. Ethereum also 
allows its users to write smart contracts for transactions. 
Metamask can only be used to store Ethereum crypto 
currencies keys. Bitcoin is known as the Blockchain of 
Ether. The tokens are also classified as other crypto 
currencies built on the Ethereal Blockchain.  
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The majority of tokens built on the Ethereum Blockchain are 
called ERC20, since they conform to the rules established by 
Ethereum developers for new crypto currencies. So, the 
Metamask wallet can be used for storing keys for Ether and 
ERC20 tokens on three different web browsers. It also 
allows users to browse the Ethereum Blockchain from a 
standard browser [25]. 

C. MyEtherWallet 

   MyEtherWallet is a highly flexible platform for accessing 
the Ethereum network. The open source platform is free to 
use and allows users to create crypto currency wallets which 
work securely on the Ethereum network. The Ethereum 
platform was released in July 2015 and is quickly growing, 
primarily because of its simplicity for developers who are 
looking to develop decentralized applications. MEW wallet 
is one of the best options for storing, sending and receiving, 
both Ether and Ethereum related tokens. Even if you create 
the wallet via the MyEtherWallet website, your computer 
does the entire process locally. The MyEtherWallet servers 
are NOT based on data like a private key or password. On 
your computer or other hardware package, such as Ledger 
Nano S, you can save the private key. This is the defense of 
MEW. So in this MyEtherWallet analysis, this is an 
enormous pro. You have complete control over your crypto 
currency, as nobody else, except MyEtherWallet, shares the 
private key [26]. 

D. Raspberry pi 

The goal behind the Raspberry Pi development was to create 
a low-cost tool to enhance students ' programming skills and 

hardware comprise. ARM Cortex-A53 core processor, and 
fundamental functions which allows hobbies, computer 
enthusiasts and students to use this devices for DIY projects 
are the latest model for Pi raspberry sports 1 GB RAM and 
1200 MHz quads[27]. With the exception of its main chip 
the Raspberry Pi is a program that runs the main board 
components–CPU, graphics, memory, USB controllers etc., 
Broadcom SoC.What hardware do you need to setup your 
RPi? 
1A Raspberry Pi 
 2. An HDMI or composite video capable television or 
monitor  
3. An HDMI or composite video cable  
4. An SD card that is compatible with your Raspberry  
5. A USB keyboard and mouse (Bluetooth keyboard/mouse 
work for latest model but with minor connectivity issues)  
6. Standard Ethernet cable  
7. Micro USB power supply (that can provide at least 
700mA at 5V. 

E. Remix 

Remix is an efficient, open source tool that allows you to 
directly write solidity contracts from your browser. Written 
in JavaScript, the Remix can be used both locally and in the 
browser [28].Remix also supports smart contract checking, 
debugging, and deployment and much more.  Remix is an 
environment in which you can execute your intelligent 
contracts on a test Blockchain. This was set up by the 
Ethereum Foundation to create contracts yourself.  

  

 
Figure 3 System flow diagram 

V. PROPOSED SYSTEM AND ARCHITECTURE 

A. Proposal 

IoT plays a very important role in our daily lives.it is 
important to sense and collect data from connected devices, 
and the share the data across the internet. All those entities 
must be recognize and authenticate each other as well as 
check integrity of data. There will be malicious users and 
malicious use. Most of the existing mechanisms propose a 
centralized client/server type approach where the server 
keeps a record of all the activites.Faliure of such centralized 
server makes the system to fail. This kind of centralized 
authority is week it means that any information in the 
network is vulnerable to hackers. Hence, it is required to 
have a decentralized/distributed approach where a single 

point of failure is avoided and public verifiability is offered. 
In Blockchain decentralized security option is there and it is 
impossible for hackers to target any individual on the 
network. We wish to offer an access control mechanism that 
is distributed in nature and provides public verifiability. 
 Blockchain's main aim is to serve as a distributed and 
immutable database to manage access policies, whereas the 
Blockchain's computational resources were mostly wasted. 
The idea to only store access control policies by using the 
Blockchain was also adopted. To signify access rights, we 
use access tokens, and the tokens can be supplied by 
transactions from one peer to another.  
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The sender integrates access control policies into the 
transaction output locking scripts when it delivers a token. In 
order to show the ownership of the token (i.e. the right of 
access to a specific resource), the recipient must unlock 
locking scripts.  
By this system, a peer can be granted access rights through 
obtaining a token, by presenting a token, and by spending a 
token access to an item. While locking scripts are an 
excellent idea for access control, the machine capability of 
locking scripts is tremendously reduced. Apart from that, 
this program uses smart contracts to obtain several different 
methods of access control by having much greater computer 
capability. the proposed multiple permission contracts 
(PCs), one decision contract (DC) and one entry contract 
(EC), a smart contract-base access control structure for 
distributed and reliable access control systems for IoT 
systems, and each PC provides an access control mechanism 
for a subject-object pair, both using the validation of the 
static access law based on The PCs also have the ability to 
add, modify and remove rules for access control. The 
majority of respondents in the program must run and check 
the PC to ensure that access control is trustworthy. The DC 
provides a misbehavior judging method obtaining offense 
reports from PCs on subjects, assessing the misbehavior and 
returning the resulting penalty to allow comprehensive 
confirmation of PCs. To monitor access control and 
misbehavior evaluation methods, EC registers the method. 

B. System Architecture 

System architecture is divided in two phase. In the first 
phase, Raspberry pi collects data from connected sensors 
(here we use RFID tag (RC 522) to generate data). We 
created contract to save data in solidity language in remix 
ide tool . Pi will call specific method of save data Contract 
to store data in Blockchain in form of block.  
In the second phase client or subject wants to access the 
protected resources and data stored in Blockchain. The 
permission contract for the access control between a subject-
object pair can be called by the either the subject or object. 
To complete the access control follow the steps: 
1) A client wants to access a protected resource, call specific 
contract address to gain access. 
2) Request transaction will store in Blockchain and send 
access token to client as a response. 
3) Client will send generated token to Server where register 
contract is deployed. Server will call ABI to fetch PC details 
and rules. 
4) Server will call the different PC to check the rules and 
policies defined in that contract.  
5) During the access control, it will call decision contract if 
any misbehavior captured. 
6) Return to the user with access results if request is valid 
otherwise returns the penalty information which is generated 
from decision making contract. 

C. Access Control Framework 

 The framework consist of multiple Permission 
contract (PC), one Decision contract (DC) and 
one Entry contract (EC).Each contract is 
introduced as follow.  

1) Permission contract(PC) 

A PC is used to manage requests for access from another 
subject by an object. We assume that the subject-object pair 
will agree on numerous access control methods, and that one 
PC is implemented for each method. Multiple PCs can be 
associated with one subject-object pair, but one single 
subject-object pair can be connected with one PC. In this 
context, every PC not only executes  a static validation of 
access rights by checking pre-defined policies to control the 
access requests from an object but also a dynamic validation 
by checking the subject's actions. 

To acquire Access control, PC conserve a policy 
field: 
 Resource: The resource specified by the 

regulation, for example a file, computer unit 
and a storage unit, etc. 

 Action: The resource performed, such as 
reading, writing, executing, etc. 

 Permission: Predefining the static 
authorisation on the action, as permit, deny, 
etc. 

 Time of last request: Time last access request 
from the subject. 

Permission field used for static validation and Time of last 
request field are used for dynamic validation. The PC also 
maintains an invalidity list for every resource to document 
the misbehavior shown by the subject on a particular 
resource and the associated penalty, each row has following 
basic field: 

 Misbehavior: misbehavior, such as too many request 
in a short time, etc., on a subject in this resource. 

 Time: when misbehavior revealed. 
 Penalty: Subject penalty for its actions. 

 Provide ABI to manage policies and implement access  
control. 

 policyAdd() 
 policyupdate() 
 policydelete() 
 accesscontrol() 
 setDC() 
 deletePC() 

PC can add new policy, update or remove existing policy, 
also set DC and delete PC. 
2) Decision contract(DC) 

The JC implements a misbehavior judging method, 
which judges the misbehavior of the subject and 
determines the corresponding penalty, when it 
obtain a competence  report from an PC, The 
penalty can be dependent upon the subject's 
misbehavior history so that the DC may have to 
keep a record of all subjects ' misbehavior history. 
The DC returns the decision for further activity to 
the PC after the penalty is determined. Here is a DC 
example, which maintains a misbehavior list for 
each individual subject who has abnormally 
behaved. each row has following basic field: 

 Object: The object who endure from the 
misbehavior. 

 Misbehavior: details of misbehavior. 
 Time: when misbehavior revealed. 
 Penalty: The 

penalty 
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applied on misbehavior. 
DC provide ABI to determine misbehavior, determine the  
Penalty and manage the JC: 
 misbehaviorJudge (): Any PC will run this ABI to report 

a subject's misbehavior in the DC. After the report is 
received, this ABI will evaluate the subject's 
misbehaviour, decide the subject-object penalty on the 
basis of the subject's misbehavior and return the 
decision to the PC which reports the misbehaviour. This 
ABI also adds a new record of misbehavior to the 
subject's misbehavior list. 

 deleteJC ():  This ABI execute the self-destruct 
operation to remove the DC. 

3) Entry contract(EC) 
The primary role of the RC in the framework is to control 
access and to assess misbehavior. The RC maintains a 
lookup table to locate and execute all methods, which 
records all necessary information. EC contain the following 
information of a method: 

 MethodName: Name of the method.  
 Subject: Subject of the accordingly subject-object 

pair of the method. 
 Object: Object of the accordingly subject-object 

pair of the method. 
 ScName: Name of the smart contract to implement 

this method. 
 ScAddress: Address of the smart contract. 
 ABI: Provided by the smart contract. 

The fields for the DC are left blank for subject and object 
purposes. The object is usually the PC creator and the access 
control system creator. Note that the creator is the local 
gateway for an entity which is an IoT unit, i.e. the agent to 
deploy contracts and sending transaction for the IoT device. 
EC provide the ABI to following this method: 

 methodRegister (): ABI received the information of 
new method and register it. 

 methodUpdate (): ABI received the information from 
the existing system and need to be update.i.e: 
ScAddress and ABI. 

 methodDelete (): ABI received the information 
through the MethodName and delete that 
information. 

   getContract (): ABI received the information 
through the MethodName and return the address 
and ABIs of the contract of the method. 

VI. IMPLEMENTATION 

We present the hardware and software used in the study 
and then how the access control based on the system will be 
implemented. 

A.  Hardware and software  

There were two laptops (Dell inspiron 15 7000 series, 
Lenovo G50-80) one single-board computer (Raspberry Pi 4 
model B).Specifications of these devices are listed in Table 
IV. The laptops are compatible with the system's consumer 
tools, and the single-board computers are the local gateways. 
We regarded the issue of control of access between one-
board computers, one of which is the subject and other 
severs as the object. 

Each Laptops has a geth client installed to turn the 
computer into an Ethereum node, which has a command line 
interface in Go language. We have built an Ethereum 
account for each node with our geth clients, and we have 
configured these nodes into a private blockchains network(as 
illustrated in Fig.3) where laptops play miners ' roles due to 
their relatively large capacity for computing and storage. 
The single-board computers function as lightweight 
Ethereum nodes which implement permission contract (PCs) 
and transmit access control transactions. 

We used the integrated programming environment Remix 
for writing and compiling the PC on the object side (IDE), 
which could be a browser based IDE for solidity. We also 
adopted the object side web3.py [38], to communicate with 
the corresponding geth client via HTTP link for the compile 
PC deployment likewise as monitoring the PC's status (i.e. 
access control results).On the subject side web3.py was also 
used to communicate with geth to send access requests to the 
PC via transactions and also obtain the results of the access 
control of the PC. 

 
 

 
Table- I: Devices Used in Experiment 

Device  CPU Operating system Memory Hard Disk 

Dell Inspiron 7000 Intel Core i5-5200U,2.20 
GHz 

Windows 10(64 bit) 4GB 500 GB 

Lenovo G50-80 Intel Core i5-5200U,2.2GHz Windows 8.1(64 bit) 4GB 1TB 

Raspberry pi Quad-core ARM cortex 
A72,1.5GHz 

Raspbian 
GNU/Debian 

2GB 8GB 

B. Execution  

The implementation of the PC, EC and DC is based on the 
examples in   section 5.3 

1. Save smart contract: Resource owner connects to the 
node and deploys the smart contract. Once the contract 

added into the Blockchain, clients can interact with it by 
calling its individual public function.   
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2. Permission contract (PC): In this implementation, we 
have identified a simple misbehavior which too often in a 
short period of time sends access requests. We also added 
the following fields to the rows to better characterize 
misbehavior. 

 minInterval: The minimum time interval allowed 
between two successive requests. If there is less than or 
equal to the time between two consecutive requests, the 
latter request would be regarded as a regular request. 

 NoFR: The Number of periodic requests in a limited 
period of time. 

 Threshold: The NoFR's level. If the NoFR exceeds the 
threshold or is equal to it, the PC assumes that there is a 
misbehavior. 

The access requests from the subject are blocked for a 
certain time as the penalty for the misbehavior. We have 
added a timeOfUnblock variable for each resource, which 
represents the time to block requests that are set to 0 when 
requests are unblocked. In order to preserve the fields of 
policy, we have used a framework to construct the policy 
lists and have applied a two dimension mapping from the 
resource fields (primary key) to this framework. A DC 
instance can be used by the PC to run the misbehaviorJudge 
ABI of the DC. We have developed the access Control ABI 
on the basis of the above fields and variables, which receives 
resource, action, and time inputs (i.e. when a request is 
submitted). 

 
Figure-4 System context Diagram 

 
3. Entry Contract (EC): We also have used a struct to 

store information for and method including creating a policy 
list for the PC and have applied mapping from the 
MethodName field. 

 
4. Decision Contract (DC): We used a dynamic array to 

store a subject's mistreatment information while 
implementing DC. The misbehavior Report ABI push the 
misbehavior into the misbehavior record array. We 
considered it to be a simple misbehavior evaluation method 
which treats all possible misbehaviors obtained from the 

Computer as misbehavior. 

C. Experiment  

Based on the code, hardware and software, we perform 
some experiments to check the feasibility of system. We 
added a policy to the PC with interval time of 60 sec and 
threshold to 2. We also set base and interval details in DC 
.when the subject exhibited the misbehavior for the first time 
the request is blocked for 1 minute as a part of penalty. 
When the subject exhibited the misbehavior for the multiple 
time the subject is blocked for some minute as a part of 
penalty. 

VII. CONCLUSION 

The issue of access control in IoT has been observed, and 
a smart contract-based system was proposed for Presenting 
distributed and Authenticate access control. Through smart 
contract, Blockchain manages the authorization requests. 
Implementing the smart contract provides the authorized 
client’s with a token of contract storage. This includes 

multiple Permission contracts (PCs) for access control 
between multiple system subject-object pairs, a Decision 
contract (DC) to determine subject misbehavior during 
access control, and an Entry contract (EC) for PCs and DC 
management. The proposed framework is achieved 
decentralized and trusted access control for the IoT.  
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