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Elliptic Curve Elgamal Encryption Scheme

using Higher-Order Golden Matrices
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Abstract: In this paper, we proposed ElGamal encryption scheme
of elliptic curves based on the golden matrices. This algorithm
works with a bijective function identified as characters of ASCII
from the éliptic curve points and the matrix produced the
additional private key, which was obtained from golden matrices
defined by A.P Stakhov.
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. INTRODUCTION

M ost personal key problems have been overcome after

the creation of public key cryptography. Public key
authentication isthe creation of enormous development in the
past of cryptography. The main cryptosystem for the public
key is Elliptic Curve Cryptography (ECC) that also ensures
better safety bit than other public key cryptosystem known
today and ECC can utilize significantly shorter key and offer
the equal rate of safety as other much larger asymmetric
algorithms, thereby reducing processing overhead. Protection
of these public key cryptosystems depends on number of
computational problems which are well known to perform as
oneway [1]. The cryptosystem which relies upon the discrete
logarithm problem was presented by Taher ElGama in
1984[2]. The EIGamal works with one-way functions where
the encryption and decryption are done with two unique
functions.
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A. Fibonacci Q,-matrix

The number theory of Fibonacci determines the
prospect of modern utilization for technical outcomesview in
last decades [3,4].

The Fibonacci Q, -matrix was suggested in [5], where

11
_ )
Q. (1 oj’

is derive from the recurrence relation of Fibonacci,

Go'11=Gg' 1+ Gy'la 2
WithGg'1=Gg',= 1L 3
Later Q, was extended to Q, for integer |,
Ggl|+l G9|| 0
Qal = G.9'| G.9 I 0l @
0 0 1

consequently the similarity between det Q,' and the “Cassini
formula”,
DetQ,' =Gg'111Ga' 11— Go' 2= (-1). (5)

Il. THE “GOLDEN” MATRICES

The “golden” [6] matrices which are the variables
of continuous functions ‘v ’ described A.P Stakhov using the
classical Fibonacci Q,-matrix and the symmetrical hyperbolic
Fibonacci functions, asfollows[7,8,9,10].

CG, (v+]) G, (2v)

o

(6)
Q%= S, (v) CG, (v-1) 0
0 0 1
G, (v+2) CG, (2v+1) 0 )
Q*"=|CG, (v+]) G, () O
0 0 1
[ t, +7, "
where G, (v) = 4—="—,CG, (v) = L—="—
s (V) NG (v) NG

1++/5

and 7, = S (the Golden proportion).

n 2
The inverse matrices for (6) and (7) are developed by A.P
Stakhov [3] for the continuous variable ‘V * as the following
form.
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G, (v-1) -G (2v) 0
Q% =| -, () CG, (2v+) 0 (8)
0 0 1
-G, () G (v+1) O

©)

—(2v+1)
Q “"=|CG, (2v+) -G, (2v+2) O]

0 0 1

In this paper, we proposed ElGamal dliptic curve encryption
scheme and the secret key has been formed by the matrix,
acquired from higher order golden matrices defined by A.P
Stakhov.

I11. PROPOSED ALGORITHM

Romeo needs to deliver the message to Juliet using ElGamal’s
elliptic curve encryption and golden matrices. Romeo prefers
the elliptic curve y* = x* + ux + v over the field Z', By
selecting the elliptic curve point Q' = (X, y) and a private key
‘I’, Romeo has generated the public key g = IQ".  Inthis
regard, Juliet also has chosen a personal key ‘m’ and
generatesthe publickey y = ‘m Q'".

A. Encryption

Romeo prefers a random integer o and maintains it
secret. He computes aQ' and selects Juliet’s public key
y = mQ', then evaluates ay= o(mQ'), in addition to
Iy = I(m Q").As Romeo requires sending the message to Juliet,
the message becomes the points on the elliptic curve and
adopts a point ‘p’ as the generator of the elliptic curve cyclic
group. Let A" = {1p" 2p", 3p'......np"} and set B' characters of
ASCII. Seth': A — B'ash'(np’) = d',, where n=1,2,...and
{& &, &3 .} arethecharacters of ASCII which isthefirst
step of protection.
Then the set
H={a1 (e, Y1), d2(eR, Y2), &'s(aR, V3), Aa(e@, Vi), (10)
where &' A and (ag, ¥;) € E and arranges in a 3x3-square
matrix.

A, &, 4, )
9 — l4 |5 |6
l7 dB a'lg

Romeo prefers a direct “golden matrices” (6), (7)
and then the enciphering matrix by taking the persona key
‘v =y, which is the third step of protection of ElGamal
elliptic curve encryption method, based on “golden” matrices.

a a, a, CG, 2y, +1) G, (2y) o
GxQM =l &, A, A x| SG, (2v) CG, 2y, —H O
a, &, & o o 1
X1 X2 Xs
=| Xa Xs e | a2

X7 Xs Xo
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where
7 =a,CG, (2y, +])+a, SG, (2y,), 13)
X, =4, G, (2y,)+4a, CG, (2y, -1, a4
X5 =25, (15)
X =3,CG, (2y, +1)+a, SG, (2y,), 16)
25 =8, G, (2y,)+8;CG, (2y, -1), a7
Xe =3, (18)
¥, =4, CG, (2y,+1) + 3, G, (2y,), . 29
2 =8, G, (2y,) +8,CG, (2y, -1), (20)
Xo =8, (21)
Or a, a, a,) (SG.(2y,+2) CG, (2y,+1) 0
9xQUI=| &, & A [x|CG,_(2y,+) SG_(2y) O
a, a, 4, 0 0 1
VAR £ £
=\ Xa X5 Ko | (22)
X1 Xs Xo
Then the encrypted points are,
E= {00 o X Has Xos Xoo s Xos Xo (29

Romeo finally computes 4; = y; + a(mQ") + 1(mQ’) to send the
encrypted message (aQ', ;) publicly to Juliet.

B. Decryption

To reclaim the plaintext from °4;°, Juliet has
executed the decryption method.
First, Juliet selects the Romeo public key f = [Q' and
multiplies with her own private key mf i.e. m(1Q") and finds
theinverse of m(1Q') i.e—m(IQ"). She also adds-m(IQ’) to the
part two of the messagei.e y + amQ' + ImQ' — ImQ' = y; +
amQ'. Now she multiplies his own persona key ‘m’ with the
part one of thetext aQ', i.e. amQ" and then findsthe inverse of
amQ' i.e. —amQ" and finally she adds—amQ' to the part two of
themessagei.e y + amQ' — amQ' = y;.
After decryption, the recovered points has been arranged in
3x3 matrices,

X1 X2 X3
O=\Xs Xs Xs|
Xr Xs Ko

Now Juliet multiplies the recovered points with the inverse of
golden matrix which is a private key.

(24)

Lo X Xa) (GG (2y,-1) -SG,(2y,) O
oxQ™ =y, s X |¥| ~SG,(2y) CG (2y,+1) 0
X1 Xs X 0 0 1

Pu P P

= Pa Pn Pxu| (25)

P Pa Pas
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where

Pu=1CG, (2y,-1) - 1,55, (2y,), (26)
P ==1:55, (2y,) + 1,CG, (2y, +1), (27)
P = Xa» (28)
P = 2.CG, (2y, —1) - 7,55, (2y,), (29)
P ==2.G, (2y,) + 2:CG, (2y, 1), (30)
Pz = Xe» (3D
Pa = 1,CG, (2y, = 1) — 7,55, (2Y,), (32)
Ps =2 (2Y,) + 2,CG, (2y, -1), (33
Pss= Xo- (34)

By replacing ¥, ¥p Xas Xas Xsr Xor X1s Xas Xo IN the
above expressions we get.

P =[8,CG, (2y, +1) +&, SG, (2y,)ICG, (2y, ~1) -
[a, SG, (2y,) +&, CG, (2y, -D]SG, (2y,)
= &,CG, (2y,+1) CG, (2y,~D +
a, G, (2y,) CG, (2y,-1)-a, S, (2y,) G, (2y,)
-d, CG, (2y, -)SG, (2y,)
= a,{CG, (2y,+1) CG, (2y,-)—{SG, (2y,)}*. (35

Using the fundamental identity [6] the decrypted point is,
P =2,

(36)
Pz =8z, (37)
Prs =3, (39)
P =8 (39)
P = s (40)
P2y =86, (41)
Pa =87, (42)
P2 =% (43)
Prs =8 (44)

Juliet recovers the plaintext through the decrypted points on
the eliptic curve by using the inverse procedure over
characters of ASCII.

V. EXAMPLE

Romeo requires sending the message to Juliet using
ElGamal elliptic curve encryption by using golden matrices.
Romeo preferstheelliptic curvey? = x%— 4 over thefield Z,7,.
Then the points on the elliptic curve are
E={0,(1,57),(1,214),(2,2),(2,269),(5,11),.ccccoveveererece v .
......................................... ,(264,174), (269,114), (269,157)}.
On the elliptic curve, the number of pointsis 271, whichisa
prime and then each point isthe generator of the elliptic curve
E selected [11,12,13,14].
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By selecting the point Q = (64, 246) on the dlliptic curve and
a personal key ¢/’ = 42, Romeo has generated the public key
B =10 =42(64, 246) = (158, 101). Inthisregard Juliet also
has chosen apersonal key ‘m’ = 72 and createsthe public key
y = mQ’=72(64, 246) = (183, 38).

A. Encryption

Romeo prefers arbitrary integer o = 32 and maintains
it secret. He evaluates aQ = 32(64, 246) = (38, 111) and
selects Juliet’s public key y = ‘mQ’= (183, 38). He evaluates
ay = a(mQ) = 32(183, 38) = (257, 222) in addition to
ly=1(mQ) =42(183, 38) = (7, 136).

Romeo requires sending the message ‘BEAUTIFUL’
to Juliet. He transforms the text into the points on the elliptic
curvey? = x* — 4 and chooses apaint p = (132, 248) whichiis
the generator of the cyclic group of elliptic curve E. By using
characters of ASCI|, the uppercase |etter have been converted
into points then,

B — 66(132,248) = (59, 162),
E — 69(132,248) = (151, 71),
A— 65(132,248) = (231, 43),
U— 85(132,248) = (262, 132),
T— 84(132,248) = (1,214),
I— 73(132,248) = (245, 199),
F— 70(132,248) = (38, 160),
U— 85(132,248) = (262, 132),
L — 76(132,248) = (203, 174).

The converted points are

p={(59, 162),(151, 71),(231, 43),(262, 132),((1, 214),(245,
199),(38, 160),(262, 132),(203, 174)}.

Romeo creates 3x3 matrix with the converted point’s i.e.

(59162) (15171) (231493)
9=|(262132) (1214) (245199) |.
(38160) (262132) (203174)

Romeo has chosen a direct “golden matrix” (6) for
enciphering matrix by taking the personal key ‘y; = 4°,

34 21 0
Q°=[21 13 0|
0 0 1
and enciphering matrix,
(59,162) (151,71) (23143) 34 210
9xQ® =|(262132) (1,214) (245199) [x|21 13 O
(38160) (262132) (203174) 0 0 1
(34,238) (48,66) (231,43

=|(95210) (16371) (245199) |
(14011) (72,211) (203174)

The points are,
& = {(34, 238),(48, 66),(231, 43),(95, 210),(163, 71),
(245, 199), (140, 11), (72, 211),(203, 174)}.

Romeo finally evaluates A = y; + a(mQ) + I[(mQ).

A= (34,238) + (257, 222)
+ (7,136) = (65, 130),
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Jp= (48,66) + (257,222) + (7,136) = (179, 220),
Ja= (231,43) + (257,222) + (7,136) = (253, 160),
Ja= (95,210) + (257,222) + (7,136) = (2, 269),

Js = (163, 71) + (257,222) + (7,136) = (36, 103),
Je = (245,199)+ (257,222) + (7,136) = (135, 222),
J= (140,11) + (257,222) + (7,136) = (225, 189),
Jg= (72,211) + (257,222) + (7,136) = (215, 114),
Jo = (203, 174)+ (257,222) + (7,136) = (113, 233).

Romeo sends the encrypted message in the form of points
{((38, 111), (65, 130)), ((38, 111), (179, 220), ((38, 111),
(253, 160)), ((38, 111)), (2, 269)), ((38, 111), (36, 103)),((38,
111), (135, 222)), ((38, 111), (225,189)), ((38, 111), (215,
114)), ((38, 111), (113, 233))} publicly to Juliet.

B. Decryption
To reclaim the plaintext ‘BEAUTIFUL’ from ‘A, Juliet has
executed the decryption method.

Juliet selects ((38, 111), (65, 130)) the first encrypted point
and decrypts the plain text by using the following:

Juliet selects the Romeo public key g = ‘IQ° =
(158, 101) and multiplies with her own private key m(1Q)=
72(158, 101)) = (7, 136) and finds the inverse of (7, 136) i.e.
(7, 135). She also adds (7, 135) part two of the message i.e.
(7, 135) + (65, 130) = (221, 61). Now she multiplies her own
private key ‘m = 72’ with the first part of the message
aQ = (38, 111), i.e. m(aQ) = (257, 222) and finds the inverse
of (257, 222) is (257, 49). Juliet adds (257, 49) part two of the
messagei.e. (257, 49) + (221, 61) = (34, 238).
Then she got the decrypted point y; = (34, 238).
In the same manner, the decrypted points are
x2 = (48, 66), xz3 = (231, 43), xa = (95 210),
5= (163, 71), xe= (245, 199), x7 = (140, 11), xg= (72, 211),
xo= (203, 174).
& = {(34, 238), (48, 66), (231, 43), (95, 210), (163, 71),
(245, 199), (140, 11), (72, 211),(203, 174)}.
After decryption, the recovered points have been arranged in
3x3 matrix.

X X X)) ((34238) (4866) (23143)
o=y, ¥ Xs|=|(95210) (163,71 (245199) |
X: Xe Ko (14011 (72,211) (203174)

Now, Juliet multipliesthe recovered pointswith the inverse of
the golden matrix.

(34,238) (4866) (23143)) (13 -21 O
oxQ®=|(95210) (16371) (245199)|x|-21 34 0],
(14011) (72,211) (203174)) | 0 0 1

(59162) (15171) (23143)) (a a, a

=| (262132) (1,214) (245199) |=|a, a a, |
(38160) (262132) (203174)) \a, a, a

Then Juliet retrieves the text as:
a,=(59,162) — B
a,=(151,71) - E
a;=(231,43) —» A
ay=(262,132) > U
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a=(1,214) — T

= (245, 199) — |

a;=(38,160) — F

ag= (262, 132) — U

ag=(203,174) > L
Ultimately, Juliet receives the message “BEAUTIFUL” from
Romeo.
Using this agorithm Romeo securely sends “BEAUTIFUL”
to Juliet by modified EIGamal encryption scheme over elliptic
curve cryptography. He encrypted the text “BEAUTIFUL” by
using characters of ASCII and higher order golden matrices
and send to Juliet. She decrypts the text by using inverse
procedure over elliptic curve Elgamal encryption scheme and
golden matrices.

V. CONCLUSION

The EIGamal encryption scheme is developed by framing a
bijective function from the points on the dlliptic curve to
characters of ASCII. With the matrix reaching from golden
meatrices, the secret key has been developed and the matrix
plays a vita role in the inverse concept. This algorithm is
safer in three stages of ElGamal elliptic curve security using
higher-order golden matrix.
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