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Abstract: Cloud computing gives part of advantages to
endeavors to offload their information and software services to
cloud administrations by saving them lot of money that must be
spent on foundation setup cost. Despite that, while offloading the
information privacy and protection is a vital concern.
Correspondingly for example when the emergency clinics and
medicinal services association transfer their patient's subtleties to
cloud and when the information is included, it will influence the
protection of the patients. So privacy is a vital concern while
offloading the information to cloud. Most of solutions for privacy
depend on encryption and information to be offloaded is encoded
and put away in cloud. Lots of encryption techniques like
cryptography, symmetric key etc. methods are used for encrypting
the information before uploading to cloud. However, the reaction
in this encryption system is that, the encrypted information isn't
structure preserving and it is not suitable for ranking or
searching. To solve the complications of this searching and
ranking due to disordering a homomorphism encryption based
mechanism is proposed but this solution also suffers from the
problem of integrity attacks on result. So this paper discussed the
enhancement of the homomorphism encryption based mechanism
by solving the integrity problems effectively.

Keywords. AES- Advanced Encryption System, Cloud
Computing, Cryptography, Data privacy, Integrity Attacks,
Multi Keyword Sear ch.

l. INTRODUCTION

Cloud computing provides lot of benefits to enterprises
to offload their data and software services to cloud
saving them lot of money that has to be spent on
infrastructure setup cost. Enterprises wanted to offload
their datato cloud and save on their infrastructure cost.

But when offloading the data security and privacy is a
important concern.Nowadays there are lot of cloud
service providersin the market.
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The two requirements of security and privacy are the
important decision criteria for enterprises in choosing the
cloud service providers.For security many encryption
protocols were proposed which encrypt the enterprise data
and offload to cloud, so that for other cloud users the datais
difficult to decrypt and make sense.

Cloud service providers encrypt the enterprise data and save
in cloud. But the problem is when some enterprise user want
to search for some documents based on keyword, it becomes
difficult for him to download all documents, decrypt and
search. The cost of downloading the documents and
decrypting them to search every timeis costly. Also the time
needed for search is high in this way.In the paper work [1],
author has proposed a solution called MRSE for multi
keyword search on cloud. Among various multi-keyword
semantics, authors choosed the efficient principle of
“coordinate matching”, i.e., as many matches as possible, to
capture the similarity between search query and data
documents. Specifically, they use “inner product similarity”
[2], i.e, the number of query keywords appearing in a
document, to quantitatively evaluate the similarity of that
document to the search query in “coordinate matching”
principle. During index construction, each document is
associated with abinary vector as a sub-index where each bit
represents whether corresponding keyword is contained in
the document [3]. The search query is also described as a
binary vector where each bit means whether corresponding
keyword appears in this search request, so the similarity
could be exactly measured by inner product of query vector
with data vector. However, directly outsourcing data vector
or query vector will violate index privacy or search privacy.
To meet the challenge of supporting such multikeyword
semantic without privacy breaches, we propose a basic
MRSE scheme using secure inner product computation,
which is adapted from a secure k-nearest neighbor (kNN)
technique [4], and then improve it step by step to achieve
various privacy reguirements in two levels of threat models.
The problem with this approach is that the search result can
be attacked and ranking be modified. Say an example of user
searching for hotels nearby a city, the search results comes
in rank of closet distance, an attacker in middle can modify
the search result to move a selected hotel up in order even
though it was not in top 10 or so. In this project we discuss
about this problem and propose a effective solution against
this integrity attack. To solve it in work [1], author has
proposed homomorphic encryption based mechanism but the
solution suffers from integrity
attack on search result.
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In this paper, we discuss the integrity problem and solve it
effectively.

Cloud security offers the wide scope of solutions for
technologies and policies used to ensure information in any
association using the cloud computing model [1].

Based on the requirement for the security these solutions can
be classified as:

1. To verify activity of end mobile users

2. To improve security of cloud server centres and
protect them from attacks

In mobile cloud security different kinds of
encryption systems have been actualized. Reference to these
techniques can be found in the literature, which incorporates
dividing the information to different cloud as per the
dimension of integrity and secrecy required by them and
connected to encryption strategies. Today, Data owners have
apprehensive from CSP for their information security and
unapproved access[2].

The main objectives and proposed work are:

1. To analyze the existing approach of security in
mobile cloud computing environment.

2. To design a security system for Mobile Cloud
Computing environment.

3. To evauate the performance of developed
mobile cloud security framework.

The issue with this approach is about privacy
protection that leads to the integrity attack on searching and
ranking results [3]. To solveit in work , author has proposed
a homomorphic encryption based component however this
solution also experiences integrity assault on query item[4].
In this paper, we talk about the integrity issue and propose a
solution against this integrity attack. In this project we
discuss about this problem and propose an effective solution
against thisintegrity attack [5].

A. Mobile Cloud Computing

Mobile Cloud Computing- MCC is a rich mobile technology
that uses flexible assets of multiple clouds and network
methods toward unrestricted functionality, mobility and
storage to serve a multitude of mobile devices anywhere.
Zohreh Sanaei et al. [6]. Mobile cloud computing alludes to
a unique approach where both the information storage and
the security occur outside of the mobile device. Mobile
users’ requests the data and it is transmitted to the central
units associated with their particular servers giving network
services. The users’ requests are conveyed to a cloud; the
cloud controllers process the queries to the relating cloud
administrations.

B. Data security and Privacy

In MRSE, for data privacy data is uploaded to cloud after
encoding it by using conventional symmetric encryption
algorithm and further uploaded to the public cloud server.
With the help of metadata set using the keys provided by
public cloud server private cloud server develops the index.
For data retrieval or downloading process the inverted index
is distributed to the public cloud server [7]. The index is
secured from the integrity attacks using this index and
inverted index approach.
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Fig.1. Architecture of MRSE [7]

The query processed for searching datais also encrypted and
delivered to cloud for storage. Here there is a security
problem in the MRSE; the search query can be deduced by
inference attack by matching the query to the search result.
Once the cloud server processes the search query against the
index, the ranked search results are returned. MRSE
provides the ranked results also in an encrypted form to
avoid mapping between the search query and the search
results. But the ranking order does not change for the same
search query. By exploiting this property, attacker can
manipulate the search results for his own selfish needs. Fig.
1 above shows the architecture of MRSE.

In this search control and access control is given more
importance and any attacks on this are very difficult. But the
order of ranked result can be affected and it is not possible
for the data owner to realize the search result is attacked. It
is aso the case that some other search result can be given to
query to mislead the users[8].

1. LITERATURE REVIEW

Below literature survey mainly focus on security
concerns in mobile cloud computing and cloud
computing environment. As it is the hottest buzzword
and has been considered for various types of online
solutions. Mobile Cloud computing model leaves the
clients vulnerable to different types of attacks and
threats.

Jun Zhou et a. proposed a security and privacy needs in
wireless communications are data Privacy, efficiency,
verifiability, evaluation privacy etc. The analysis of basic
techniques used to accomplish privacy preserving data
collection in wireless communications from the subsequent 3
traits are one-way (trapdoor) functions, fully homomorphic
encryption (FHE), and secure multiparty computation
(SMC) [9].

Abdul Nasir Khana et al. discussed the distinctive security
structures proposed for the MCC environment and offload
processors, address the issues relating to information
security, data breach issues, network security, data
confidentiality, data locality, authentication, authorization,
data integrity, data access, data segregation, web application
security, and different factors and how accomplish a safe
MCC condition, security risks should be contemplated and
tended accordingly [10].
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Cong Wang et a. examined the issue of information security
in cloud data storage, proposed a viable and adaptable
disseminated scheme including update, delete, and modify
with explicit dynamic data support. Authors depend on
deletion revising code in the document appropriation
planning to give redundancy parity vectors and guarantee the
data dependability. Conveyed corroboration of removing
coded information by homomophic tokens. This plan
accomplishes the integration of storage correctness insurance
and data error localization [11].

Randeep Kaur et a. demonstrated a general perspective on
security, and assuring customers information is put on the
protected mode in the cloud. Authorization of customer turns
into an obligatory task because of fact that information must
not be stolen by the outsider. This paper discussed about
quantities of existing strategies used to give security in the
field of cloud computing based on various parameters[12].
Shilpi Singh et a. proposed a plan that not just gives security
of client's private information of storing and retrieving over
the cloud but also additionally verification of the client to the
cloud server utilizing elliptic curve cryptography. ECC is
depends upon elliptic curves hypothesis. This paper studied
the designing of the key cryptographic systems. Koblitz and
miller anticipated the idea of ECC that is used and described
for eliptic curve diffie-hellman (ECDH) key exchange,
elliptic curve encryption/decryption and A3 algorithm [13].
Mohamed Hamdi et al.- Evasion techniques are used by the
attackers to bypass preventive and reactive security
mechanisms. They bresk into three categories-Packet
splitting- Duplicate insertion, Payload mutation and Shell
code mutation. One key fact that have been noticed based on
the security surveys is that application-level attacks are, by
far, more bandwidth-efficient than network-level attacks.
This is mainly because, at the application level, attackers
often use script injection tools rather flooding tools. The
most important attacks that can be performed at the
application layer include SQL injection and Cross Site
Scripting (XSS) attacks, and direct node injection. It iseasier
to target the application logic or framework of an application
than the actual server behind the hardened network
perimeter. This paper also provides a information on cloud
security techniques, tools, and counter measures[17].

Hui Suo et a. - Aiming at Mobile Terminal Security Anti-
maware software (Detection and prevention) eg.-
CloudAV. Mobile Cloud Security (Integrating the current
security technologies, Key management and data protection,
Authentication and access control Privacy )- Protection to
Platform Reliability, Data Encryption and Key Management,
Authentication and Access Control, Privacy Protection[18].
Xinyi Huang et a. - Provides the ID-based forward secure
ring signature (IDFSRS) scheme, and tuple of probabilistic
polynomial-time (PPT) agorithms. Concrete design of

forward secure ID based ring signature. No previous 1o

based ring signature schemes in the literature have the
property of forward security, and feature. It is in 1D-based
setting. The elimination of the costly certificate verification
process makes it scalable and especially suitable for big data
anaytic environment. The size of a secret key is just one
integer. Key update process only reguires an exponentiation
and need not require pairing in any stage[19].
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Syam Kumar Pasupuleti et a. -Key contribution is
summariesd as propose an efficient and secure privacy
preserving approach; it uses probaistic public key
encryption technique to reduce computational overhead on
owners. This approach uses ranked keyword search on
encrypted data to retrieve file back. Through anaysis on
security demonstrates that purpose scheme can be proved
semantically secure under diff. attacks. ESPPA Approach
using probalistic public key encryption and ranked keyword
search. In this scheme, the data owner creates an index for
file collection then encrypts the both index and files. ESPPA
consists of three phases 1) setup phase?) retrieval phase3)
integrity verification. Setup phase involved with agorithms
key generation, Index creation, Privacy Preserving and
encryption agorithms trapdoor generation, Ranked search
Index, Data Decryption. The experimental evaluation of
proposed ESPPA scheme on real data set (RFC) request for
comments included user and server. User acts a data owner,
authorized user and server acts as CSP. The performance of
this scheme evaluated regarding the efficiency in terms of
computation and communication costs. Algorithms use both
SSL and MATLAB Libraries and server use c-programming
on Linux machine[20].

On the basis of literature survey many security
mechanism I dentified are given below:-

Authentication Mechanisms:-
| dentity based models

MCC-SECURITY

Secure Direct
Data access
Models

Location based

Authentication security Models

Fig.2. MCC-Security mechanism

Data Access Mechanisms:-
e Secure Resource allocation methods
e Secure cryptographic schemes
o Web Referral Services methods
e Network security channels
e Privacy preserving approach
o Attribute based encryption

Location Based Services Mechanisms:-
¢ Outsourced data based model
e Group secure framework
e Separate PPCCP model
e Location based fine grained access control (LFAC)

I1. PROPOSED WORK

System ar chitecture

The substances in the framework are: user, data owner and
the cloud server.

User: this can be explicate as those individuals that can
process reguest to cloud server and can perform search

gueries over the encoded
database.
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Data Owner: this can be characterized as a particular
individuals who can claims the data while saving hig/her
privacy.

The system should enable different data owners to encode.

and upload data to server, through that multiple user can
perform search queries. The system should secure the
owner’s data by using low key management overhead having
high versatility. Also, from a user’s point of view for per-
search operation should be acceptable to have high
efficiency.

Cloud Server: this can be defined as that stores the encoded
information uploaded by different data owners in a database
and process the queries asked for the clients.

Proposed model

The CSP is un-trusted, and along these lines the secrecy and
integrity of information in the cloud might be in danger. Fgr
economic motivating forces and keeping up notoriety, the
CSP may hide data loss, or recover stockpiling by disposing
of information that have not been or is once in a while
accessed. On the other hand, a data owner and approveg
clients may intrigue and erroneously blame the CSP to get a
specific measure of repayment. They may untrustworthily
guarantee that information integrity over cloud servers ha.s
been damaged [14]. In this research, following are the
cryptographic keys to ensure information documents stored
on the cloud.

Key Ky Key
Wy | Manamr Manarern

1 f

rewke |

Fig.3. Key management processing module diagram
Public Key: The Public key is an irregular produced binary
key, created and kept up by the Key administrator itself.
Especialy utilized for encoding and decoding.

Private Key: It is made by combination of the username,
secret key i.e. password and two security question of client's
decision. The private key is kept up by customer itself.
Utilized for encode/decode the record.

Accesskey: It isrelated with a strategy. Private accesskey is
kept up by the customer. This key is based on quality based
encryption. Document can only be read or write using this
key.

Renew key: It is maintained by the customer itself. Everyone
has its own renew key. This key is utilized to recreate the
approach of every vital document at simple technique.
Threat model

This study considered the “honest-but-curious” public cloud
server. In particular, the cloud server should honestly pursue
the assigned protocol determination, however it must be
"curious" to construe and dissect al information accessible
on the server to become familiar with supplementary data.
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With respect to the private cloud server, expecting it is a
trusted third party.

C. Integrity with MRSE

The data owner develops a metadata for each information or
file during the setup stage. Once setup is done data owner
upload the encoded metadata set to his private cloud server
using the keys provided by public cloud server. After that
the uploaded information is encrypted by using conventional
symmetric encryption algorithm and further uploaded to the
public cloud server as read only files. Private cloud server
develops the inverted file index and their semantic
relationship records. For data retrieval or downloading
process the inverted index is distributed to the public cloud
server.

Following major properties are included in this process:
(Data Privacy) defined as client personal information is
stored by keys and cryptography techniques.

(Index Privacy) defined as the search index is secured by
keys and they are further secured by metadata or keywords.
(Trapdoor Privacy) defined as single input trapdoor for alot
of keywords that can’t be duplicated with another one even
by server itself.

(Non-Impersonation) defined as security of users profile
information.

The proposed research work will have great importance for
different sectors like research studies, nation, society,
corporate sector and decision analysts for providing secure
and save computing environment on personal computers as
well as on their mobiles. Through mobile computing
everyone involve in faster and secure business enterprise
adoption and use of socia networks. Cloud computing is
changing the way of information technology and mobile end
users. Businesses have a range of paths to the mobile cloud,
including infrastructure, platforms and applications that are
available from cloud providers as online services [21].
Security in main issue: Protecting user privacy and
data/application secrecy from adversary is a key to establish
and maintain consumers’ trust in the mobile platform,
especialy in MCC. MCC faces a privacy issue when mobile
users provide private information such as their current
location. This problem becomes even worse if an adversary
knows user’s important information (Mobile contacts and
internet banking, socia site etc.) transfer to the other
unknown database [22].

V. METHODOLOGY

In this proposed design privacy preserving access control
conspire isintroduced. A document can be stored securely in
the cloud. There are mainly three kinds of clients (Creator,
Writer, Reader) having initial level Registration Process at
the web end. The clients give their very persona datato this
procedure. The server stores the data in its database. Clients
get a secured and private token from the trustee. A trustee
can be somebody like the central government monitoring the
public tax policies[15]. To show the tax number, the trustees
are provided with their token.
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Thereis lots of Key Distribution Channel (KDCs) that issue
the keys for encoding/decoding and signing files for Clients.

Integrity problems

There are two integrity problems which we wanted to solve
e  Search Result Replay Attack
To avoid the search result replay this research proposed
following modifications in the MRSE. In the search query
each time a secure token is computed and sent to the cloud.
The cloud server is to echo back a reply token by doing an
operation known between the cloud and user alone. Once the
search result arrives at the user end, sanity test on the token
is done to ensure there is no replay attack.
Step 1: User when registersto the cloud provider, heis given
a secure function HF.
Step 2: User takes the pseudo random number R and applies
the function HF on it to get atoken TK

TK = HF(R)

Step 3: At the receiver end, cloud server applies the
inverse HF on the token to get the R

R1 = HF-1(TK)

Step 4: After this cloud server applies a operation
using function OPF, which is known only between the user
and the cloud service provider, the reply token RK is

computed as B.

RK = OPF(R1)

RK is then sent in the search query result reply to
the user.

Step 5: User applies OPF on the R which he
generated to get RK1 as

RK1 = OPF(R)

If the RK1 isequal to RK, the search result is taken
aintegral from the replay attack.

e  Search Result Reordering attack

To solve the search result reordering attack, we propose
following changes in the MRSE. When the search result is
computed at CS (cloud server), a order based token
encrypted with a secure hash function is created and send
aong with search result to the user end. At the user end,
encrypted hash token is created once again from the order of
search result and if it matches to the secure hash function in
the message, then the ranking is integral, otherwise it can be
known some corruption has happened by the attacker.

Step 1: Let the search result be S1, S2, S3.. SN &

the cloud server for a search query Q. At the cloud server, a
merkel hash function is applied on the search results in
following manner

H1=HF(Q,S1);

H2=HF(H1,S2);

H3=HF(H2,S3)

HN=HF(HN-1,SN);

The HN computed is sent in the query result to the
cloud server. At the cloud server, the Markel hash is
computed again in the same order of search result.

Step 2: If any attacker has atered the search result

Say S3, S5, S1,....SN

Then the computed Markel hash for it
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H1= HF(Q,S3);
H2=HF(H1,S5);
H3=HF(H2,S1)

HNN=HF(HN-1,SN);
The HNN computed will not match with the HNN arrived in
the message, from this user can be sure the search result has
be reordered and integrity isfailed.

When a user put a request to process a query "Q from
LTA, then the LTA verifies about the attribute set W based
that query "Q, for that particular user. This implies to one
kind of approach to maintain the database of attribute values
for @l usersinthe LTA's domain. However on the basis of a
second approach, the LTA can issue a lot of accreditations
confirming the client's attribute values, and checks those
credentials upon a demand for ability for example on-
demand checking criteria. So as to signify its approval on
ability, a LTA can issue an identity-based signature with
respect to every capacity it produced/designated. The server
needs to check that a got capacity has a substantial signature
from an enlisted LTA before performing search process for a
client.

Encrypted I ndex Generation and query privacy

The basic objective is to maintain the cloud server from
taking any additional data from the encoded records,
indexes, and the clients profiles, except from the query

results. Security of Query Index

Age Sex Region Provider

60 Male Boston Hospital A

| %, % % Z,
' N
|

~
Age1 Age2 Agel }geg Sex Region 1 Region2 Region 3 Provider

0-100 | 31-60 | 51-60 60 | Male MA | EastMA | Boston Hospital A

2y 1, 1, L, I, Z, 1, Zy Z,

Fig.4. Index conversion among hierar chical fields— for
example Age and region
alludes to classification of the file, while query protection
ensures clients' profiles. Like example shown in above figure
4 classification based on attribute like age, sex, region and
provider leads to further query processing by users.

Process of M RSE-M ulti-dimensional Keyword Search

The proposed framework should support multi-dimensional
keyword search for that it must need to implement with
conjunctions among various dimensions where for every
dimension there can be multiple keywords. The normal
process takes t time in searching for single encoded file
under various n values. That states the proposed design is
speedier in search process than basic encryption methods
because it only takes n + 3 values of pairing operations.
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V. DESIGN AND IMPLEMENTATION

Design issues

This project focuses on to the solution in the cloud

computing paragon of multiple keywords ranked search over

encrypted cloud data (MRSE) while protecting its privacy.

e To use the groups of issued keywords to verify cloud data
storage and access for ranking system

The major modules of proposed design are relied upon
giving the security and privacy ensures as follows:

= MRSE: This module is used to configure the searching
criteria with multi-keyword query and deliver the required
result for current data retrieval with ranking, instead of
homogeneous results.

= Privacy-Preserving issues. This module is used to control
the data downloading and uploading from the dataset and
the record for the cloud server, fulfilling its fundamental
protection prerequisites.

= Efficiency: Searching and ranking process ought to
guarantee security and furthermore low correspondence
and calculation overhead.

B. Implementation steps

The proposed work is implemented in NetBeans| DE version
8.0 beta. Following steps are to be taken to implement the
proposed work:

mmmmm

| g

B8R o loldeld a2
Fig.5.Showsthe process of profile data generation at
current timefor different users

e 5 oldelm =
Fig.6. Showsthe process of index generation i.e. Log

filecalling
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Fig.7. Showsthe process of key generation for a

particular user’s profile

.

B OISl . T

Fig.8. Showsthe process profile sear ch encryption

Figure 5 shows the process of profile data generation at
current time for different users. This aso generates the key
pair for both public and private kind of users. After that by
using these keys the file data encrypted into cipher text i.e.
encryption shown by figure 6. The keywords generated in
figure 6 are indexed for key security in figure 7 i.e. index
generation i.e. Log file caling. The consequence of user
queries like searching or ranking for encryption process are
shown by figure 8.

- |

B IOl SR & Ems |
Fig.9. Showsthe process of data decryption for profile
search by users

These above ramification of user doubt like searching or
ranking for decryption process are shown by figure 9.
Regardless, the way of implementation it to encode the
cloud data in searching system became a very troublesome
task because of its rigid privacy and security issues,
comprising things like the data assurance, the record
insurance, the keyword insurance, and various others.
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VI. RESULT AND ANALYSIS

We measured the communication overhead due to above two
changes in MRSE by varying the number of searches and
plotted the result below

Comimusnic ation owerhaad

350 - - v

MRSE
invegony MR SE

‘QM 120 148 160 180 200 20 M0 280 280 -]
Hea of Cuery

Fig.10. Comparison graph of communication over head
between MRSE and Integrity with MRSE

From the result, we see that the communication overhead in
terms of bytes is very less for the added benefit of integrity
checking. We also measured the search time against MRSE
for different number of queries and plotted the result below.

Search time
T

MRSE

65 Integrity-MRSE

6l i

551 —

5| i

451 —

search time

4 i

35 —

3 i

251 —

2 n L n \ L \ L L L
100 120 140 160 180 200 220 240 260 280 300

Fig.11. Comparison graph of search time between MRSE
and Integrity with MRSE

From the results, we see that there is only a small increment
in search time and it is linear increasing. From the result
shown in figure 10, we see that the communication overhead
in terms of bytes is very less for the added benefit of
integrity checking. We also measured the search time against
MRSE for different number of queries and plotted the result.
From the results shown in figure 11, we see that there is only
asmall increment in search time and it is linear increasing.
Comparison results in proposed and existing approach:

Table- I: Comparison resultsin proposed and existing
approach for communication over head

Parameters MRSE Integrity+
MRSE
Average delay 0.6155203 0.1934061
Average PDR 0.4293650 0.555238
NRL 7 9
Throughput 123 91

From table 1 result can be interpreted as communication
overhead is increased for proposed work as compared to
existing work as number of queries increased.

Comparison results in proposed and existing approach:
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Table-11: Comparison resultsin proposed and existing
approach for Search time

Parameters MRSE Integrity+
MRSE
Average delay 0.6155203 0.1241600
Average PDR 0.4963652 0.5942358
NRL 8 11
Throughput 137 96

From table 2 results can be interpreted as search time is
increased for proposed work as compared to existing work
as humber of queriesincreased.

VIl.  CONCLUSION

In this research, we have discussed the integrity issues in the
MRSE scheme and proposed two enhancements in MRSE
scheme to solve the integrity attacks. Through performance
results we also proved that the cost of communication
overhead and search time increment is less for the added
benefit of integrity check. Currently we are only finding if
the search result is integral , in future we will focus on
search result order recovery without initiating a new search
in case of integral failure.
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