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Abstract: The visual inspection is an important factor in
examining encrypted images, where the highly disappeared
features of the image, the better the encryption algorithm used.
However, depending on the visual inspection only is not enough
in judging the quality of complete hiding of the content of the
data image. In this paper, we estimate the degree of image
encryption quality not only practically using visual inspection,
but also quantitatively using quality evaluation metrics.

The efficient robust chaotic block cipher (RCBC) encryption
quality algorithm for digital imaging is investigated. Comparative
analysis regarding encryption quality (EQ) of the RCBC with
algorithms such as RC6, and RC5 is performed. Ciphers design
parameters are analyzed for their optimal values, as function of
different ciphers operation modes, including ECB, CBC, CFB,
and OFB. Thorough experimental tests are carried out with
detailed analysis demonstrating the better performance of the
RCBC block cipher.

Index Terms: Symmetric block ciphers, images encryption
quality, and encryption algorithms analysis.

I. INTRODUCTION

The field of encryption is very important for realizing
information security which plays an important issue in
telecommunication, storage of text, and multimedia data
including images, audio and video. In this regard, a variety
of encryption schemes have been proposed to mask the
multimedia data streams, such as DES (Data Encryption
Standard) [1, 2] optical encryption [3, 4] IDEA
(International Data Encryption Algorithm) [5, 6] and RSA
[7]. However, these encryption schemes appear not to be
ideal for such multimedia applications, due to some intrinsic
features of multimedia such as bulk data capacity and high
redundancy, which are troublesome for traditional
encryption [8, 9]. Moreover these encryption schemes
require extra operations on compressed multimedia data
thereby demanding long computational time and high
computing power. In real-time communications, due to their
low encryption and decryption speeds, they may introduce
significant latency [10, 11].

So that, the characteristics of the chaotic maps have
attracted the attention of cryptographers since it has many
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fundamental properties such as ergodicity, sensitivity to
initial condition and system parameter, and mixing property
[12,13].

In this regard, this paper investigates the encryption quality
that can be realized for digital images using the Robust
Chaotic Block Cipher (RCBC) explained in details in [14],
which is based on symmetric encryption. The encryption
quality of the RCBC is investigated with respect to its design
parameters including: word size, number of rounds, and
secret key length and compared with RC5 and RC6 at the
several ciphers operation modes (ECB, CBC, CFB, and
OFB). The optimal choices for the best values of these
parameters are taken into account for the best trade-off
between encryption quality and computational efficiency. In
section I, literature review, section Il, encryption quality
visual testing, section IV describes several ciphers operation
modes, ciphers design parameters and their effects on
encryption quality, section V is the conclusion.

Il. LITERATURE REVIEW

Encryption has several applications, for examples, in
Internet communication, multimedia systems, medical
imaging, telemedicine, military communication, pay-TV,
and confidential video conferencing [15]. Most previous
studies on image encryption were based on the visual
inspection to judge the effectiveness of the encryption
technique used in hiding features. This visual inspection is
insufficient in evaluating the amount of information hidden
[16]. So, we develop a mathematical measure to evaluate the
degree of encryption quantity. Image encryption quality has
been studied in several articles [17-20]. In [15], an image
encryption scheme was proposed based on combination of
pixel shuffling and new modified version of simplified AES,
where Chaos is used to expand diffusion and confusion in
the image. They tested encryption quality using visual test
and histogram analysis. In [18], Different types of bitmap
images encryption quality was estimated for RC6, MRCS,
and Rijndael block cipher algorithms. They used both visual
inspection and analytical measurements, like entropy and
correlation for analyzing encryption quality. The work in
[19] compared the generated results of the algorithms AES,
RC6 and BFS on the basis of two parameters entropy and
correlation.In our work in this paper, we compare the
encryption quality between the three well known block
ciphers: RCBC, RC6 and RC5 at several ciphers operation
modes, and as functions of ciphers design parameters
achieving their optimal values.

Since, block ciphers such as the RCBC, RC6 and RC5 are a
fully parameterized family of encryption algorithms. An
RC6 block cipher, for example can be specified more
accurately as RC6-w/r/b. So, there are several different
choices for the values of block cipher design parameters
such as word size (w), number of rounds
(r), and secret key length (b).

Published By:
Blue Eyes Intelligence Engineering

Exploring Innovation

© Copyright: All rights reserved


http://www.ijrte.org/
https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/

Encryption Quality Evaluation of Robust Chaotic Block Cipher for Digital Imaging

So, there will be different versions of RC6-w/r/b.

In this paper we use a develop mathematical model for the
measurement of the amount of encryption quantity to
determine the optimal version of block cipher-w/r/b that
gives better encryption quality for RCBC, RC6 and RC5
block ciphers. So, the effect of block cipher design
parameters must be taken into account by evaluating the
block cipher encryption quality as a function of its design
parameters w, r, and b. Such estimations will help in
determining the optimal choices for the values of such
design parameters that will give better encryption quality for
the block cipher. Some analysis is to be examined for the
measurement of encryption quality and to provide the effect
of RC6 block cipher design parameters on the encryption
quality for digital images. In all experiments, we use the
grey-scale two images-- Lena of size 512 x 512, grey-scale
(0-255) as the original images (plainimages).

I11. ENCRYPTIONVISUAL TESTING OF RCBC, RC6
AND RC5 TO DIGITAL IMAGING

In this section, we investigate visual Inspection of
encryption algorithms of RCBC, RC6 and RC5 for several
ciphers operation modes and the effect of ciphers design
parameters on encryption quality.

A.Ciphers Operation Modes of RCBC, RC6 and RC5

Block ciphers, such as RCBC, RC6, and RC5 can operate in
one of several modes of operation, which are investigated in
this paper; the following are the most important:

1- Electronic Codebook (ECB) mode is the simplest, most
obvious application: the secret key is used to encrypt the
plaintext block to form a cipher-text block. Two identical
plaintext blocks, then, will always generate the same cipher-
text block. Although this is the most common mode of block
ciphers, it is susceptible to a variety of brute-force attacks.
2- Cipher Block Chaining (CBC) mode adds a feedback
mechanism to the encryption scheme. The plaintext is
exclusively-ORed (XORed) with the previous cipher text
block prior to encryption. In this mode, two identical blocks
of plaintext never encrypt to the same ciphertext.

3- Cipher Feedback (CFB) mode is a block cipher
implementation as a self-synchronizing stream cipher. It
allows data to be encrypted in units smaller than the block
size, which might be useful in some applications such as
encrypting interactive terminal input. If we were using 1-
byte CFB mode, for example, each incoming character is
placed into a shift register of the same size as the block,
encrypted, and the block is transmitted. At the receiving
side, the ciphertext is decrypted and the extra bits in the
block (i.e. everything above and beyond the one byte) are
discarded.

4- Output Feedback (OFB) mode is a block cipher
implementation conceptually similar to a synchronous
stream cipher. It prevents the same plaintext block from
generating the same cipher-text block by using an internal
feedback mechanism which is independent of both the
plaintext and the ciphertext bit streams.

To demonstrate the effects of different ciphers modes of
operation, we use the gray-scale image Tux of size 256 X
256 pixels that containing large areas of the same color or
repeated patterns. Fig. 1 shows the results of applying RC5,
RC6 and RCBC for Tux image in both encryption and
decryption.
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Original image

ECB e OB CFB
(a). Application of RCS in four different modes of operation

ECB T OFB :
(b). Application of RC6 in four different modes of operation

ECB CBC OFB G
(c). Application of RCBC in four modes of operation

Fig. 1: Encryption of Tux original image by RCS, RC6, and RCBC with four modes of
operation in (a) RCS, (b) RC6, and (¢) RCBC

B.Effect of Ciphers Design Parameters on Visual
Inspection

In this section, some simulation experiments; using
MATLAB and simulation; are carried out to check the
efficiency of RCBC, RC6 and RC5 for application to digital
images. We must firstly extract the image header for the
image to be encrypted /decrypted before application. So, we
must study the file format for image to determine all parts of
the file header and to determine the beginning of the data
stream to be encrypted. Then, the cipher is applied to the
image. We use the gray-scale images for Lena of size 256 x
256 pixels, gray-scale (0-255) as the original images
(plainimages). Fig. 2 shows the encryption and decryption
results of RCBC, RC6 and RC5 for Lena, at fixed secret key
length (b) =16, and number of rounds (r) =20, and word size
(w) =16 and 32 bits, respectively. By comparing the
original and the encrypted images in Fig.2 there is no visual
information observed in the encrypted image, and the
encrypted images are visual indistinguishable even with a
big difference with respect to the original images. So, the
visual inspection shows the possibility of applying RCBC,
RC6 and RC5 to digital images successfully in both
encryption and decryption.
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Encryption quality analysis and evaluation as functions of
ciphers design parameters are investigated in details in the
following sections.

b) Encrypted image with
RC5, w=16

¢) Encrypted image with
RC5, w=32

e) Encrvoted image with
RC6, w=32

d) Encrvoted imace with
RC6. w=16

f) Encrypted image with g) Encrypted image with
RCBC, w=16 RCBC, w=32
Fig. 2: Results of RC5, RC6. and RCBC to Lena image with b=16_1r=20

IV. ENCRYPTION QUALITY ANALYSIS AND
EVALUATION

All previous studies on image encryption were based on the
visual inspection to judge the effectiveness of the encryption
technique used in hiding features. Visual inspection is
insufficient in evaluating the amount of information hidden.
The main goal here is to utilize a mathematical model for the
measurement of encryption quantity amount (Encryption
quality) and to determine the optimal version of cipher -w/r/b
that gives the better encryption quality for RCBC, RC6 and
RC5. The optimality is defined as the choice of the most
suitable and reasonable values for the cipher design
parameters that give better encryption quality taking into
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account the best trade-off between encryption quality and
computational efficiency.

A. Measurement of Encryption Quality

We suggest using the following strategy to approximate
encryption quality measurement. With the application of
encryption to an image, a change takes place in pixels values
as compared to those values before encryption. This means
that the higher the change in pixels values, the more
effective will be the image encryption and hence the
encryption quality. So the encryption quality can be
expressed in terms of the total changes in pixels values
between the original image and the encrypted one. A
measure for encryption quality may be expressed as the
deviation between the original and encrypted image. The
quality of image encryption can be determined as follows
[21-24]:

Let F, F' denote the original image (plainimage) and the
encrypted image (cipherimage) respectively, each of size

M*N pixels with L gray levels.
F(xy), F'(X, y)e{O,..,L—l} are the gray levels of
the imagess F, F' at position (X, Y),
0<x<M-1,0<y<N-1. we will define

H | (F) as the number of occurrence for each gray level L
in the original image (plainimage), and H (F)as the
number of occurrence for each gray level L in the encrypted
image (cipherimage).

The encryption quality represents the average number of

changes to each grey level L and it can be expressed

mathematically as:
255

D IHU(F) —H.(F) |
Encryption Quality = =
ryption Quality 56

B. Effect of Number of Rounds on the Encryption Quality
of RC5, RC6 and RCBC

The effect of number of rounds (r) on the encryption quality
for RC5, RC6 and RCBC is investigated for different modes
of operation such as ECB, CBC, CFB and OFB. The block
size and secret key length are both constant, w =32 and b =
16. The encryption quality (EQ) is computed as a function
of number of rounds (r). Figs.3-6. show encryption quality
results using Lena image. From these results we find out the
following:

(@) Results shown in Fig.3 for ECB mode show that:

1. RC5 achieves the max. EQ atr =4,

2. RC6 achieves the Max EQ at r= 12 and 16,

3. RCBC achieves the Max EQ at r = 8, 20, 24, and 30.

(b) Results shown in Fig.4 for CBC mode show that:

1. RC5 achieves the max EQ atr=4and 8.

2. RCS6 achieves the min. EQ at all rounds (r).

3.  RCBC achieves the Max EQ atr =12, 16, 20, 24
and 30.
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Fig.3 the EQ as a function of number of rounds (r), Case:
ECB Mode.
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Fig.4 the EQ as a function of number of rounds (r), Case:
CBC Mode.

(c) Results shown in Fig.5 for CFB mode show that:
1. RC5 achieves the max EQ at r=4 only.

2. RC6 achieves the max EQ atr=8, 12 and 16.

3. RCBC achieves the max EQ at r = 20, 24, and 30.

[Case:CFB Mode.| [mRCEC =RC6

mRCS

72.7
72.6

72.58
F2.56

72.5

C. Effect of Secret Key Length on the Encryption Quality
of RC5, RC6 and RCBC

The effect of secret key length on the encryption quality for
RCBC, RC5 and RC6 is investigated at fixed block size and
number of rounds, w = 32 and r = 20 for different modes of
operation such as ECB, CBC, OFB and CFB. Figs.7-10
show the computed results. These results show that the
secret key length has a non-linear effect on the encryption
quality of RCBC, RC5 and RC6 and the amount of variation
to encryption quality (by increasing or decreasing) is small
relative to large change in secret key length. In some cases,
increasing secret key length may contribute to increase or
decrease the encryption quality and vice versa. From Figs.7-
10, we find out the following:

(a) Results shown in Fig.7 for ECB mode show that:

1- RC5 achieves the min EQ almost at all b.

2- RC6 achieves the max EQ at b=32.

3- RCBC achieves the max EQ at b = 16, 64,128, and 255.

[Case: ECB Mode.| [mRCBC  mRC6 =RCS|
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Fig.5 the EQ as a function of number of rounds (r), Case:
CFB Mode.

(d) Results shown in Fig.6 for OFB mode show that:

1. RC5 achieves the max EQ at r= 12 only.

2. RC6 achieves the min EQ at all rounds (r).

3. RCBC achieves the max EQ at r = 20, 24, and 30.
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Fig.6 the EQ as a function of number of rounds (r), Case:
OFB Mode.
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Fig.7 the EQ as a function of secret key length (b), Case:
ECB Mode.

(b) Results shown in Fig.8 for CBC mode show that:

1- RC5 achieves the max EQ at b=128 and 255.

2- RC6 achieves the min. EQ at all secret key lengths.

3- RCBC achieves the max EQ at b = 16, 32, and 64.

|Case:CBC Mode.| [sRCBC  mRC6 = RCH||
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725 | 1pag 1249
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Fig.8 the EQ as a function of secret key length (b), Case:
CBC Mode.
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(c) Results shown in Fig.9 for CFB mode show that:

1- RC5 achieves the min EQ almost at secret key lengths.

2- RC6 achieves the max EQ at b = 32 and 128.

3- RCBC achieves the max EQ at b = 16, 64 and 255.
[Case:CFB Mode.| [mRCBC  mRC6 = RCH|
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Fig.9 the EQ as a function of secret key length (b), Case:
CFB Mode.

(d) Results shown in Fig.10 for OFB mode show that:

1- RC5 achieves the min EQ at all secret key lengths.

2- RC6 achieves the max EQ at b=64 only.

3- RCBC achieves the max EQ at b=16, 32,128 and 255.

[Case: OFB Mode.| [mRCBC
72.64

mRC6 = RCS||

72.64

72.63

16 32 64 128 255

[Secret Key Length (b) | e

Fig.10 the EQ as a function of secret key length (b), Case:
OFB Mode.

D. Effect of block Size on the Encryption Quality of RC5,
RC6 and RCBC

The effect of block size on the encryption quality for RCBC,
RC5 and RC6 is investigated at fixed number of rounds and
secret key length, r = 20, and b = 16 for different modes of
operation such as ECB, CBC, OFB and CFB. The theoretical
calculated results and the practical results are shown
respectively in Figs. 11-14.
ECB Mode

n W=16
72.22

 W=32
72.17

80

72.34
Lo | TL08 20.33

50 -
40 -
30 -
20 -

10

[Encryption Quality]

U -

RCBC RC6 RC5
Fig.11 the EQ as a function of block size (w), Case: ECB
Mode.
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CBC Mode = W=16 = W—32

72.46
72.5 72.32

Fig.12 the EQ as a function of block size (w), Case: CBC
Mode.
CFB Mode m W=16  W=32

72.39

RCBC RC6 RCS

Fig.13 the EQ as a function of block size (w), Case: CFB
Mode.

Results shown in Figs.11-14 clearly show that:

1. For different modes of operation, the RCBC has the
largest encryption quality than both RC5 and RC6.

2. The encryption quality of RCBC, RC5 and RC6 block
ciphers increases with increasing word size and vice
versa, so increasing the word size contributes to increase
the encryption quality of RCBC, RC5 and RC6.

3. So we will suggest the use of w = 32 for RCBC, RC5 and
RC6 which will result in a block size of 8w (256-bit
block size) for RCBC, 2w (64-bit block size) for RC5
and 4w (128-bit block size) for RC6 as an optimal choice
for word length as it contributes to achieve a maximum
value of encryption quality for RCBC, RC5 and RC6.

4. The agreement and compatibility between the theoretical
and practical results proves the correctness of the
mathematical formula used for computing the encryption
quality.

OFB Mode

72.64
72.5 72,38

1 W=16 B W=32

73

72

71.5 -

71 -

[Encryption Quality | e

70.5 -

70 -

RCBC RC6 RCS5

Fig.14 the EQ as a function of block size (w), Case: OFB
Mode.
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V. CONCLUSION

In this paper the efficient robust chaotic block cipher
(RCBC) encryption quality algorithm for digital imaging
was evaluated. Comparative analysis regarding encryption
quality of the RCBC, RC6, and RC5 was performed. Their
design parameters were analyzed as functions of different
ciphers operation modes, including ECB, CBC, CFB, and
OFB, to finding out the optimal values. Thorough
experimental tests using analytical methods and simulation
are carried out with detailed analysis demonstrating the
better encryption quality of the RCBC block cipher. Results
obtained show that the RCBC achieved better encryption
quality for the choices of word size w = 32, number of
rounds = 16, and secret key length b = 16. Based on these
results, the optimal version of RCBC-w/r/b block cipher
taking into account the best trade-off between encryption
quality and computational efficiency is estimated to be
RCBC-32/16/16. So, the RCBC can be considered as near to
a real-time fast and secure symmetric encryption for digital
imaging.
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